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NOTI CE

PacketlQ Inc. provides this software programandthispu bl i cati on fAas i
any kind, either expressed or implied, including, but not limited to, the implied warranties of
merchantability or fitness for any particular purpose. PacketlQ Inc. does not guarantee and
is not responsible for the functionality, accuracy, or usefulness of this program beyond the
features and intended purposes documented in this User Guide. PacketlQ Inc. will not be
liable (i) to any person or company or entity for any incidental, consequential, or indirect
damages (including damages for loss of business profits, business interruption, loss of
business information, and the like) arising out the use of or inability to use this product even
if PacketlQ Inc. or any authorized PacketlQ Inc. representative has been advised of the
possibility of such damages, or (ii) for any claim by any other party.

Further, PacketlQ Inc. reserves the right to make changes or improvements to the product
described in this guide and to this publication without obligation of PacketlQ Inc. to notify
any person of such revision or changes, even if such changes reduce or eliminate a
previous capability of the product.

Copyright

© Copyright 2005-2012 PacketlQ Inc. All rights reserved. No part of this publication may
be reproduced, translated, or distributed without prior written permission of PacketlQ Inc.
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Product: PacketlQ TraceRoute Resolver
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About Packet !l Q

PacketlQ Inc. provides advanced network and application performance analysis, modeling,
troubleshooting, and capacity management services. PacketlQ Inc. has developed a suite of
innovative applications to enable delivery of superior analysis services, and markets these
applications to clients and consulting professionals.
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Reporting Problems
PacketlQ provides email support of this application on a best-effort basis.

Problems should be reported to support@packetig.com. Please include the following:

Version number and date of the product

Environment the application is working in (Windows version i CPU 1 Memory)

Full description of the problem, including screenshots if applicable

If possible, copies or partial copies of the network information file and/or traceroute
results with which the problem can be duplicated.
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Suggesting Improvements

Suggestions for adding additional features or functionality to this product can be sent to
support@packetig.com for possible inclusion in the next version.

Tr ademar ks

All trademarks, trade names, service marks and logos referenced or displayed herein
belong to their respective companies.

Microsoft and Windows and Excel and SQL Server are registered trademarks or trademarks
of Microsoft Corporation in the United States and/or other countries.

MySQL is a trademark of MySQL AB.
NetQoS and NetVoyant are registered trademarks or trademarks of NetQoS, Inc.

SolarWinds and Orion are registered trademarks of SolarwWinds in the United States and/or
other countries.

RazorSQL is a product of Richardson Software, LLC.
PacketlQ and the PacketlQ logo are trademarks of PacketlQ Inc.

Notice Regarding Examples of
Data from Network Management

The examples of accessing and utilizing the products and services offered by the various
network management systems/solutions referenced herein, as well as examples of the
formats of exported data, are offered to aid the user of this product in understanding how to
successfully export network information data from these systems/solutions and use the
exported data with this product. These examples are in no way meant to endorse,
disparage, or compare any of these products. Furthermore, these examples are in no way
meant to replace, supplement, or contradict any official instructions or user guides or
manuals provided by the respective product/service provider. The user is wholly responsible
for obtaining and referencing the appropriate training and/or documentation regarding use of
any network management system/solution, and for the proper operation of these systems.

Note: A Read-Only login is strongly recommended for accessing any NMS database to
avoid possible corruption of these databases and/or systems, as is backing up your
database prior to any work.

Acce
Syst


mailto:support@packetiq.com
mailto:support@packetiq.com

1 Table of Contents

TaBIE OFf FIQUIES ... 6
P [ 0117 o [¥ o1 1 o] o PP TP P PP PP PPPPPPPP 7
2.1 Installing / Uninstalling the TraceRoute ReSOIVEr .............coovvviiiiiiiiiiiiiiiiiiiiiiiiieee 10
2.2 Using the TraceROULE RESOIVEL .........cuviiiiiiii e 10
221 More on Performing SEarches ............eeiiii i 12
2.2.2  Traceroute Results Data FOrMatS .............uuuuuiimmmmiiiiiiiiiiiiiiiiiiiiiiiieneneenenenes 13

3 TraceRoute Resolver User Interface CONtrolS............ccvvvieiiieiiiiiiiiiiiiiieeceeiieeee 14
3.1  Menu and Traceroute Text BoOX CONIOIS..........cooivuiiiiiiieiiieeeeeeeeeee e 14
3.1.1 Y 1T o TV @] o] 1 o] 1 USRS 14
3.1.2  TraceRoute Text BOX CONMIOIS.......cccoiiiieieeeeeeeee e 16
3.1.2.1 Show ((SAmMe SUDNELS))......uuiiiiieiiiiiiiiiee et 17
3.1.2.2 AULO Clear ON PaSIE......ccciiiiiiiiiiiiee ettt e e s e e e e e 18
3.1.2.3  AULO-PIOCESS. ...ttt a s 18
3.1.3 Network Information Results SeCtion ..o, 18
3.1.4  Network Information Section CONtroIS..........ccooiiiiiiiiiiiiieiiiieee e 19
3.1.4.1 Traceroute FOrMAL..........coooiiiiiiiiiiiiiii e 19
3.1.4.2  SEAICH SHIING. .. eeiiiiiiiiiiiiii et e s e e s e e e as 19
3.1.43  SearCh WIlACAIUS. ......ccoiiiiiiiiiee et 20
3.1.4.4 Selected | All COIUMNS....ccoiiiiiiiiii e e e 20

3.2  TraceRoute ReSOIVEr SEttiNGS .......ccoviiiiiiiiiiiiiiiii 21
3.2.1.1 TraceRouteResoIver.prefs File...........iiiiiei e 21
3.2.1.2 Current Network INfO File.........oooiiiiiiii e 22
3.2.1.3 Save Traceroute Filename PrefiX.......o e 22
3.2.1.4 Select Columns t0 DiSPIAY...........ccooeiiiiiiiiiiiiiirre e e e e e e e e e 22
3.2.1.5 Select Columns to Include in Searches..........c.cccveiiiiieiiiiiiic e 23
3.2.1.6 Default SEHINGS. ... ..ttt e e e e e e e e e e e e e e e e s 23
3.2.1.7 Show ((Same SUDNETS)).....uuriiiiiiiiiiiiiieiee et 24
3.2.1.8 AULO Clear ON PaSIe.......ccciiiiiiiiiiie ettt e e e e 24
3.2.1.9  AULO-PIOCESS.....uiiiiiiiiiee ettt 24
3.2.1.10 Display Command LiNe..........cooiiiiiiiiiiiiei e 24
3.2.1.11 Command Line Display COlUmMM..........ccooeiiriiiiiiiii e 25

4



3.2.1.12 Default TraCeroUte FOIMAL........cuuiieeee ettt e e e e e e e enaeees 25

3.2.2 Network Information File Error MESSAgES .....coveeevvvieeiiiiiieieeeeeeeviiiee e e e e e eeaaens 25

4 Preparing Network Data for the TRR .........uuuiiiiiiiiii e 26
4.1 TRR Network Information File FOrmat.............cccccvviiiiiiiiiiiiee 26
4.1.1  Saving Network Information from an Excel File to a .CSV File ....................... 28
4.1.2  Testing a Network Information File with TraceRoute Resolver ....................... 28

4.2  Obtaining Network Info Data from a NMS Database ..........ccccccceeeviieeviveiiiiiieeeeee, 29
4.3  Tools for Working with a SQL Database..............ccccccvviiiiiiiiiiiiiie 29
4.4  Extracting Data from a NetQoS® NetVoyant® Database .........ccccceeeevvvvvvviiinnneeennn, 30



Tabl e of Figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21:
Figure 22:
Figure 23:
Figure 24:
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:

Example Traceroute from a CiSCO ROULEN ..........cccvviiiiiiiiiiiieeeeeeeees e 8
Cisco Traceroute Results Enhanced by the TraceRoute Resolver ......................... 9
Resolving Same Subnets HUSLration ...............uuuuieuiiiiiiiiiiiiiiiiiee e 9
Performing a Search with a Partial String...............eveeiiiiiiiiiiiiee 10
Processed TraCeroute RESUILS .........uuuuuuurruiiiiiiiiiiiiiiiiiiiiiiiiiiiienieeeeeeeereraeeeeeneenneene 11
Performing a Search with a Partial String...........cccoovviiiiiii e, 12
Using Wildcards in S€arch StriNgS ......ccooooooeeieeeee e 12
Performing a Search with an [P AdAreSS......ccoooevviiiiiiiiiiii e 12
File - Save Traceroute/Search Info Filename Examples.........ccccooveeeeiiieniiiinininnnnn. 15
About PacketlQ TraceRoute Resolver FOrm ..........oieieiiiiiiiiiiiiiiie e, 15
User Controls in the TraceRoute BOX SECHON ........ccooeveeieieeieeeeeeeeeeeeeeeeeee, 16
Show Same Subnets Results EXample ..., 17
Same Subnets Example DIiagram .........cooooiiiiiiiiiee e 17
Search Results with a Partial Search String ..., 19
Search Wildcards EXamPle ..........ooouiiiiiiii e 20
TraceRoute Resolving Settings FOMM .........ccoii i 21
TraceRouteResolver.prefs File CONENES.........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieennees 22
Search Column Not Displayed Error MESSAge ......cceveeeeeiiiiiiiiiiiieeeeeeeeeiiiiee e 23
Command Line Displayed with Network Information Results.............ccccceeeeeeei. 24
File NOt FOUNd ErrOr MESSAQE ... oo 25
No Network Info Data Error MeSSage .......ccooviveeeiee e 25
Example of a Network Information file viewed in EXcCel...........ccccoeeeiiiiiiiiiiiinnnnnnn. 27
RAZOIrSQL Startup SCrEEM.......uuii ettt 30
RazorSQL Connection Profile - Database Type Selection.............cooeeeveeeeeeeenn. 31
RazorSQL ConNection SEtiNGS........coovuuiiiiiii e 31
RazorSQL Export Query ReSUItS ICON .......ccoiiiiiiiiiiiiieee e 33
RazorSQL EXport Type Selection........ccoooooeiiiieeeeeeeeeeeeeeeeeeeee e, 33
RazorSQL EXPOIrt OPLIONS ......uuii et e et e e e e e e eeeeennns 34
RazorSQL - Export Filename SeleCtion ... 34



21 nt rcotd uo n

The PacketlQ TraceRoute Resolver (TRR) is a Windows® application designed to
enhance network traceroute results with additional information on Enterprise routing devices
including interfaces, link speeds, subnet masks, etc.

The TRR matches traceroute IP addresses for each hop with records from a Network
Information file which has been pre-prepared from available sources of data such as a
network management system and/or manual compilation.

This information is essential for:

1 Troubleshooting network or application performance problems
1 Conducting network impact and performance assessments
1 Day to day administration of network devices and LAN/WAN links

The TRR Search feature also makes it possible to easily find any of the Network Information
from string search results.

TRR results can be saved to a text file in Tab-delimited format or Copy/Pasted into
applications such as Microsoft® Excel®.

Why do | need the TraceRoute Resolver?

When troubleshooting a networked application performance issue, or conducting a network
impact and performance assessment prior to implementing new applications, it is essential
to accurately identify the network paths between the user locations and the application
server(s) so that bandwidth allocations and usage levels can be measured on all of the
WAN links in each path and to measure network path latency, as these can be significant
factors in networked application performance.

A traceroute can also uncover a routing problem that wouldn't have been revealed otherwise
I so performing a traceroute to definitively identify the network path devices and links should
be one of the first steps in most analysis and troubleshooting activities.

If your network is fairly small you might know the configuration off the top of your head, but if

your network is regional, national, or gl obal i
pertinent devices and link details-s o youd6l | probably go | ooking fo
problem with network diagrams is that they can be oversimplified and leave out important

details and/or they may be dated and inaccurate i if they exist at all.

The only way to accurately and positively identify all of the WAN links in a network path is to
perform a traceroute between the end-user location(s) and the application server(s), resolve
the traceroute information into network devices and interfaces, and identify any in-path WAN
links connected to those interfaces.

A traceroute is a computer network utility that displays the IP address of the interface on

each router (or switch that performs routing functions) that a network packet enters along

the path between the station executing the traceroute and a target host/device. If that

routerés interface | P addr es me3ewvey (DN, ¢henamec| uded
of that device will be displayed as well, but me
addresses for switch/router devices in DNS, so you may only get the IP address. The result
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of performing the traceroute is a list of IP addresses (and maybe the device names) for each

6hopé in the path, and the round trip time (RTT)
Note that the IP address for the interface a packet exits from on each switch/router on the
way to the next network device is not displayed i so to positively identify all of the interfaces
involved in a network path the traceroute may need to be performed from both ends of that
path (unless you can do a 'same subnet' calculation on the known interface IP addresses,
which is tedious work - more on that later). Note too that the traceroute does not identify the
entry interface on each switch/routeriitdgvice dir
returns the IP address of the interface - you need to resolve the interface information from
the IP address for each hop.
A traceroute only identifies interfaces on routing devices 1 it does not identify LAN switch
ports if they are not performing a routing function. For network impact and performance
assessments, it is generally assumed that the LAN devices and ports at data centers and
end-user locations are high throughput/low latency paths, but for application performance
troubleshooting the CPU and memory usage should be checked on these devices, and
utilization and packet error counts should be checked on the applicable LAN interfaces and
ports as well; knowing which routing devices are involved in a path can make it easier to
identify the associated LAN switches.
( J Cisco Traceroute Example.txt - Notepad = | S ]
File Edit Format View Help
hou-rtr-1#traceroute 10.32.25.1 -
Type escaﬁe sequence to abort.
Tracing the route to 10.212.25.234
1 hou-rtr-3 (10.2.38.24) 0 msec O msec O msec -
2 10.212.47.16 [AS 1358] [MPLS: Label 54321] Exp 9] 1 msec 0 msec 1 msec I
3 10.212.247.57 [As 12345] 12 msec 14 msec 15 msec
4 10.212.32.66 22 msec 23 msec 24 msec
5 10.212.25.234 [As 4321] 40 msec ®* 36 msec
6 10.32.25.1 39 msec 38 msec 40 msec
hou-rtr-1# il
Figure 1. Example Traceroute from a Cisco Router
As can be seen above, a traceroute only identifies the IP address of the routing device
interface at each 6éhopdé in the path, and the name

what is really needed is to identify the interface that was traversed on each device , and
especially those interfaces connected to WAN links. Rummaging through a network
management system to navigate to each device and identify the applicable interface from
the IP address returned in a traceroute, for each hop in a user-to-app server path, is tedious
and time consuming. The process can be made easier if the analyst has access to a list of
network devices, IP addresses, and interfaces, perhaps in an Excel spreadsheet, but if the
network and device/interface list is large the lookup and annotation process is still
burdensome.

To address this issue PacketlQ developed the TraceRoute Resolver, which after importing a
pre-prepared Network Information file containing IP addresses, host/device names,
interfaces, interface speeds, subnet masks, WAN link indicators, locations, and any other
desirable data allows quick access to this information from an easy to use utility. The TRR
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will look up the information for each IP address in a traceroute and display all of the desired
information alongside the IP address and an average RTT latency for each hop.

Hop Avg RTT IPAddress  HostName Interface—w-Notes IntfSpeedBPS SubNetMask DeviceType DevicelP Location
hou-rr-1#raceroue 10.32.25.1

¥ 0 1023824 hourw3
2 1 102124716 {{ hou-nr-3110.212.47.17 )} Gi312 - UPLINK-ATT_MPLS 600,000,000 255.255.255.952 Car6508 10212471 US:12345:Houston:TH:12_Shacew=e_Rd
3 14 10.212.247.57 dabrr-12 Gil/24 - UPLINK-ATT_MPLS 1000000000  255.255.255.252 Cai6509 102122471 US:12345:PlancTX: 1800_Hwy_121
A 23 102123266
5 38 10.212.25.234 usatiantar-01 Se0/0/0:0.100 - ATT-BE : bpg-12345 ™ 3,072,000 255.255.255.252 Cisool1841 10212251 US:12345:Atant=:GA:2024_Peachtree_Ln
5 kL] 1032251 usatants-01 Gilli0 - =** Customer LAN **~ 100,000,000 255.255.255.240 Cisco1341 10.218.198.133 US:12345:Atants:GA:2024_Peachtres_Ln

Figure 2: Cisco Traceroute Results Enhanced by the TraceRoute Resolver

The TraceRoute Resolver can also perform 6Same
information is available, which can eliminate the need for doing traceroutes from both ends

of a network path to positively identify all of the WAN-facing interfaces - this is especially

crucial if information about a WAN-facing interface isn't in the Network Information File,

which is likely if the router / IP address from a traceroute is for a network carrier device. In

the Cisco Traceroute Example above, 'Hop 2' has been identified as a link to a 600 Mbps

AT&T MPLS interface by a Same Subnet lookup of the device on the other end of the link

((hou-rtr-3 | 10.212.47.17)) - this identification would not have occured otherwise. The 'Hop

2' scenario is illustrated below.

Hop 1=10.2.38.24

Link to AT&T MPLS

Gi3f12 Unknown Intf

10.212.47.17 10.212.47.16
SubMet Mask = 255.255.255.252

10.2.38.24 ToHop 3

unknown

hou-rtr-3 device

-
Hop 2 = 10.212.47.16 |
i

Figure 3: Resolving Same Subnets lllustration

In the above illustration, the IP address for the 2nd hop is an interface on a network carrier
device, which wasn't in the TRR Network Information file for this network. But because
subnet mask information was included in the Network Info file for all of the device interfaces
and their IP addresses, it was possible to calculate a range of possible IP addresses for that
subnet, then search for IP addresses that are in the Network Info file that match that range.
In this case, the Same Subnet search identified the interface on the other end of the link
((hou-rtr-3 | 10.212.47.17)) since a subnet mask of 255.255.255.252 only has two usable IP
addresses; the interface information for the Gi3/12 interface on hou-rtr-3 identified this as a
600 Mbps link to AT&T. Without the Same Subnet search capability, this WAN link may have
gone unidentified.

The TRR also has a Search feature that allows looking up any of the information in the
Network Information file based on partial or full string matching on devices, IP addresses,
etc.; search matches are highlighted. This is useful for quickly looking up network
information by device, interfaces, IP addresses, locations, etc. and similar day to day
administration tasks.

C
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PacketlQ TraceRoute
File  Settings Help

B Aun Cear On Fame Auto-Frocess Traceroute Format Search String {supports * & 7 wildcards) Columns to View
T Route Text: AutoDetect Commandine - atl Search [ Reset ] [Selected | All Columns: ]

1P k No IntfSpeedBPS SubNetMask  Devicelype Dev *

10.1321512  us-atantzr-02 Gi0/0.777 - = IPSec Access : US-DETROIT-ILR-02 == 1,000,000,000  255.255.255.248 Ciscol1941 10.21)

10.215.33 us-athantz-r-02 T107 - *** Backup Interface Tngger = 100,000 255.255.255.252 Cisco1941 10.21)

1021225234 us-atanta-i-01 Se0iliD:0.100 - ™ ATT-BB : bpg-12345 ™ 3.072,000 255255255252 Ciscol841 1021]=

1021225235  us-atlants-rtr-02 Se00000:0.100 - = ATT-BB : bpg-12345 ™ 3.072.000 255255255252 Ciscol541 1021

10.218.20.193 t; 01 Lol -== Interface = 8.000.000.000  255.255.255.255 Ciscol1941 10.21)

10.218.20.30  us-atantarr-01 Se0/0V0:0.101 - = ATT-BB . = 64,000 255.255.255.252 Cisco1941 10.21

10.218.20.58  usatantznr-01 Se0/01:0.101 - = ATT-BB . 64,000 255.255.255.252 Cisco1941 1021

10.218.20.84 t; 01 Le2-= Interface = 8,000,000,000  255.255.255.255 Ciscol1941 10.21

10.218.2086  us-atantzir-01 Se0/01:0.100 - == ATT-BB : 726,000 255.255.255.252 Cisco1941 10.21

10.218.24.10 t; 02 Lol-"=M Interface = 8,000,000,000  255.255.255.255 Ciscol1941 10.21

<[ | r

Found 40 matches in 20 records in 0 seconds = 0 milliseconds per match,

Figure 4: Performing a Search with a Partial String

Traceroute results can be copy/pasted directly into the TRR form, or a text file containing
one or multiple traceroute results can be dragged/dropped onto the TRR form - this allows
performing multiple traceroutes in one session, then resolving all of them later in one simple
activity. The resolved traceroute or search data can be saved to a text file or copy/pasted
into other applications.

The Network Information data used by the TRR is a simple Comma Seperated Value (CSV)
formatted file that can be compiled manually and/or extracted from network management
system databases i guidance is offered in the user guide for accomplishing this.

The increased traceroute accuracy and usefulness, as well as the time and effort savings
possible from using this tool are potentially significant.

211 nstalling /th@eniTmata&lRloiung Resol v

Install the TraceRoute Resolver by double-clicking the TraceRouteResolverlnstaller.msi file
and accepting the defaults. The TRR requires the Microsoft 3.5 SP1 Framework, which will
also be installed if needed.

The TraceRoute Resolver can be uninstalled using the Windows Uninstall program:

XP:  Starti Control Panel i Add or Remove Programs
Click on PacketlQ TraceRoute Resolver, then Remove

Win7: Starti Control Panel i Programs and Features
Right-Cl i ck on Packetl|l QTraceRoute Resolver, se

22 Usi ngTtdeeRoute Resol ver

Basic operation of the TraceRoute Resolver (TRR) is straightforward:

1. Execute a O6tracerout e 4rénPa TAmkdwindosy$or GiscooHoO st na me >
mo s t ot her syst ems or 6tracert ANindowsAd dr es s
Command Prompt window.
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2. After the traceroute has finished, copy all of the traceroute results (including the
command utilized to execute the traceroute) and paste the text into the (Purple)
TraceRoute Text box on the TRR by clicking in the box and doing a Right-Click /
Paste (from the TRR menu) or Ctrl-V (paste) command.

3. Each hop in the traceroute is parsed; if a record matching the IP address for a given
hop is found in the network data file, the TRR will present the additional data for that
IP address, as well as the hop count and the average Round Trip Time (RTT) for the
t hree OPi n@ditedfdr eath tracerouge hop.

" PacketlQ TraceRoute Resol W=l

File Settings Help

Traceroute Fornat Search Sting (supports * & ? widcards) Columns to View

7] Sow (SomeSirem)) ] i On P[] AoProvms
AutoDetect Commandine v [ Seach ][ Reset | [ Selected | All Columns |

Tedt- | Cear ][ Process |
noustr-1#raceroute 10.32.25.1 Hop Count Avg RTT IPAddress  HostName Interface-w-Notes IntfSpeedBPS

Type escape sequence to abort. hou-rtr-1#traceroute 10.32.25.1
Tracing the route to 10,212 25234
1 o 1023824 hou-rtr-3
1 houtr-3 (10.2.38.24) D msec 0 msec D msec.
2102124716 [AS 1356] [MPLS: Label 54321] Exp 9] 1
msec 0 msec 1 msec.

31021224757 [AS 12345] 12 msec 14 msec 15mssc 3
41021232.66 22 msec 23 msec 24 msec . 2
51021225234 [AS 4321] 40 msec * 36 msec

61032251 39 msec 38 msec 40 msec.
hourtr1

1 102124716 {( hounr31 10.212.47.17)) Gi3/12 - UPLINCATT_MPLS 600.000.000

10.212.247.57 dabne-12 Gil/24 - UPLINK-ATT_MPLS 1.000,000.000

520/0/0:0.100 -*** ATT-BB : bpg-12345 =+ 3,072,000

G/ - >+ Customer LAN = 100,000,000

Processed 6 traceroute hops / IP Addresses in 0058 seconds = 9.7 milliseconds per entry.

Figure 5: Processed Traceroute Results

Note: Completed traceroute results (even for multiple traceroutes) can optionally be saved
in a text file which is later drag/dropped onto the TRR to be processed.

Note: Upon installation, a small Networkinfo.csv flewasi nst al l ed in the appl:i
installation directory, as was an Excel spreadsheet (NetworkInfo.xIsx) from which the
.csv file was generated i these serve as an example of these files and allow
experimentation to get familiar with how to use the TRR. Inadd i t i on, a O6Ci sco
Traceroute Example.txto file was installed o
and drop the Cisco traceroute file onto the TraceRoute Resolver form to see an
example of resolving a traceroutenthand/ or pe.
Search String field and pressing Enter.

4. Performing searches for network information based on network device name, IP
addresses, or other data in the Network Information file can be accomplished by
typing the searchtexti nt o t he 6éSearch Stringb text b o>
6Searchd or | u sPartiapstrimgs returmlagrgenrdsuttsetsr which can be
reduced by typing in additional criteria until the final desired data set is obtained.

The search stringandresultsc an be cl|l ear ed gtartoovei.cki ng ORes

5. The resolved traceroute or search results data can be saved to a text file in Tab-
delimited format by selecting File i Save Traceroute/Search Info from the menu bar,
or copied to the Windows Clipboard by Right-Clicking in the network information
section and selecting 6Copyd (if a specific
then Pasting the data into a text file or another application such as Excel.
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2.2.1 More on Performing Searches

The TRR allows ad-hoc searches for network device names, IP addresses, or any other field
in the network information file to be conducted by typingastring i n t he 6édSearch Stri
inthe TRR userinterfface, t hen cl i cking 6Search6é6 or pressing 6

Cells containing search matches are highlighted in Light Yellow.

Settings  Help

Columns to View
AutoDetect Commandine = sl [ Seach |[ Fesst | [Selected| Al Colims |

o — e sy | | ey —y Search Sting feupports * & 2 widcards)

TraceRoute Text: Clear Process

IPAddress  HostName  Interface-w-Notes Devie
101321512 usatisntanr02 Gil/0.777 -~ IPSec Acoess : US-DETROITILR-02 % 1,000,000,000  255.255.255.248 Ciscol841

10.215.33 us-atanta--02 T101 - = Backup Interface Trgger ™ 100.000 255.255.255.252 Cisea1841

10.2122523¢  us-atisntast-01 SeliD/0:0.100 -~ ATT-BB : bpg-12345 ™~ 3,072,000 255.255.255.252 Cisco1941

1021225235 usatisntam-02 Sa0i0/0:0.100 -~ ATT-BE : bpg-12345 =+ 3.072.000 255255 255257 Cisso1841

10.21820.193 usatianaw-01 Lol - Management Intarface ™ 8000000000  255.255.255.255 Ciscol841

10.21820.30  usatizntam-01 Seli00:0.101 -~ ATT.BE : = 64,000 255.255.255.252 Ciseo1941

102182058  usatsntaw-01 SeBi0/1:0.101 -~ ATT-BE - 6™ 64.000 255255255252 Cisco1841

10.21820.64  us-atienta-w-01 LoZ - ™ Management Interface ™ 8000000000  255.255.255.255 Ciscol941

10.21820.85  usatisntamr0l Seli0/1:0.100 -~ ATT-BE : ¢ 726,000 255.255.255.252 Ciseo1841

10.21824.10  usatianaw02 Lol - Management Intarface ™ 8000000000  255.255.255.255 Ciscol841

< I J

|f{ Found 40 matches in 20 records in 0 seconds = 0 millisecands per match.

Figure 6: Performing a Search with a Partial String

Partial strings return larger result sets, which can be reduced by typing in additional search
criteria and pressing Enter until the desired data set is obtained.

Search strings can include wildcards. An asterisk (*) matches any number of characters; a
guestion mark (?) matches one character. In the example below, the *atlan* portion of the
search string matchesthe6at | ant a6 -@In would match -0h 14 -21, etc.

Traceroute Format Search String (supports ~ & 7 wildcands)

AutoDstect Commandine |“atlan™-1] [ Seach |
IPAddress  HostName  Interface w-Notes IntfSpeedBPS  Subh

10212258234 us-atlanta-rtr-01 Se0/0/0:0.100 - = ATT-BE : bpg-12345 = 3,072,000 25528

10.218.20.193 us-atantastr-01 Lol - ™ Management Interface = 8,0:00,000,000 25525

10.218.20.30  us-atanta-r-01 Se0/00:0.101 - = ATT-BE . = 64,000 255.25

IR PN ER  us-atlanta-el SeMV1-0 101 - == ATT.RR - fd N PR5 75

Figure 7: Using Wildcards in Search Strings

A Search performed using IP addresses can also be useful.

oSS (] AmCe o (] AP | | Trmcerouts Format Search Sting Colurmns fo View Hl

) [ Procoss ] || AutoDetect Commandine  ~ 1021225 Selected | Al Columns

IPAddress  HostName Intarface w-Notes. IntfSpacdBPS SubNetMask DaviesType DavicalP Location
1021225234 us-atamm01 Se0/0/0:0.100 -~ ATI-BB : bpg-12345~" 3,072,000 255255255252 Ciscol941 10212251 US12345:Adanta:GA2024_Peschree_Ln

Tew: |

10.212.25.235 us-atanmnr02 SeD/0/0:0.100 - ATT-BB : bpg-12345- 3,072,000 255255255252 Ciscol941 10212252 US'12345:Adent=:GA2024_Feschree_Ln

|1l Found 4 matches in 2 records in 0 seconds = 0 milliseconds per match.

Figure 8: Performing a Search with an IP Address

12



2.2.2 Traceroute Results Data Formats

The traceroute data provided to the TRR should ideally include the traceroute command; the
command format assists the TRR in determining how to parse the traceroute data.

The command and results from a typical Cisco traceroute is formatted as follows:
hou-rtr-1#traceroute 10.32.25.1

Type escape sequence to abort.
Tracing the route to 10.212.25.234

1 hourtr-3 (10.2.38.24) 0 msec 0 msec 0 msec
210.212.47.16 [AS 1358] [MPLS: Label 54321] Exp 9] 1 msecc0lnnssec
310.212.247.57 [AS 12345] 12 msec 14 msec 15 msec
410.212.32.66 22 msec 23 msec 24 msec
510.212.25.234 [AS 4321] 40 msec * 36 msec
6 10.32.25.1 39 msec 38 msec 40 msec

hou-rtr-1

In Cisco traceroute results, the hop count followed by the IP address, which may be

optionally preceded by a hostname if a DNS lookup for that IP address was successful. The

IP addresses may be followed by an AS number, MPLS label, etc. for applicable links. This

is followed by the red,uremadh mefs Whirch hirse el &tPe Ingd

The traceroute command and results from a Windows tracert is formatted as follows:

Cltracert www.packetiq.com

Tracing route to packetig.com [184.168.181.1]
over a maximum of 30 hops:

1 <Ims <1lmslss 192.168.1.1
2 5ms 7ms 8ms 10.106.0.1
3 6ms 6ms 9ms teh0-7.orld58serl.bhn.net[72.31.195.62]
4 13ms 22ms 11 ms te®0-5-orld11-carl.bhn.net [71.44.60.168]
X 602YAGGSR G2 al @S aLl 0So
14 62ms 63 ms 63 ms lbmbl16@4.ars.mgmt.phx3.gdg [97.74.255.133]
15 = * *  Request timed out.
16 71ms 69ms 68ms p3nwhg536.shr.prod.phx3.secureserver.net [184.168.181.1]

Trace complete.
I n Windows 6t r aocpe rctodu nrte siusl tfsoltlhoewerd by t he RTT t

|l abeled with 6msé, followed by the I P address. |
successful, the resolved hostname precedes the IP address, which is placed in brackets.

The format of Windows tracert results is significantly different than Cisco traceroute results;
by including the traceroute command in the traceroute text results the TRR can determine

which formattoparse( when t he default format set.ting is 0A
Note: Ifthecommand i snét or candét be included in the pa
appropriate parsing method can be selected fromt he O Tr & o e nmseléctoa
contr ol on the TRR user interface. The avail.

Commandl i ned (efabltg Any IP éwhiehrfindeahd resolves each IP
address in the text), Cisco, and Windows formats.

13



3TraceRoute Resol veQonJsreal sl r

31Menu and TrackRooanhter dest

3.1.1 Menu Options

Filei Open i Network Info File

File | Settings Help
| Open 4 || Metwork Info File |

Save Traceroute/Search Info Traceroute File

This option allows selecting and importing a Network Information file.

Note: User options in the TraceRoute Resolver Settings form that will appear after
selecting a Network Information file are discussed in TraceRoute Resolver Settings
in Section 3.2.

Note: The TRR menu options can be activated from the keyboard usingthe 6 Al t éank ey +
underlined letter method. For example, to select File i Open i Network Info File, the
usercouldpr ess At plkleade the ©®©)]tandeyhEmdaén pre
keyboard press option letter is indicated for each menu option by the underlined
letter for that option, as can be seen in the example above. The underlined letters will
appear [/ disappear by pressing the O6AIt6 key.

Filei Open i Traceroute File

File | Settings Help
| Open b | Networklnfo File

Save Traceroute/Search Info | Tracercute File |

This option allows selection of a text file containing traceroute results data to be processed.

Filei Save Traceroute/Search Info

File | Settings Help

Open 3

| Save Traceroute/Search Info |

This option opens a Windows Explorer window to save the network information resulting
from resolving a traceroute or a search into a text file. Depending on which action was taken
last, a recommended filename is offered which can be modified.

If the Save is activated after resolving traceroute results, the recommended filename is what
was specified in TraceRoute Resolver Settings (in Section 3.2), with 6.t xt & append:¢

| f the Save is activated after a search, the reco
6<search string>06.1xt

14



e Save Traceroute/Network Information to a Text File === 0 e
@l‘ T T T T G ) » Libraries » PackeiQInc b TraceRouteResolver ~ [ 43 || search TraceRouteResoer o
e New folder = @ Organize v New folder =~ @
B Deskto - : 1 ¢ =
L  PacketlQ Inc library Y 0 Favorites PacketIQ Inc library Arange by:  Folder ™
18 Downloads TraceRouteResolver £RE B Desktop TraceRouteResolver
 Recent Pl E
G Recent Places -~ = il & Downloads L] Name
L4 1 Recent Places
= Libraries No items match your search. Na items match your search.
5 Libraries
) Active NIAs
1 L3 D
Save as type: [Text File ("ioxt) -] Save as type: | Text File (~.bxt) -

Figure 9: File - Save Traceroute/Search Info Filename Examples

Settings

-

ia PacketlQ TraceRoute Resuwea

File | Settings | Help

Clicking this menu option opens the TraceRoute Resolver Settings form. The options for this
form are discussed in TraceRoute Resolver Settings in Section 3.2.

Help - About

This menu option opens the O0OAbout Packetl Q Tr ace
Version and Version Date for the version of TRR currently running; these can be compared
to the version available from the PacketlQ website for determining if an update is needed.

— 5
2 About PacketlQ TraceRoute Resolver ‘ s s e

I
PacketIQ

TraceRoute Resolver
Resolves Traceroute Information to Host/Device and Associated Network Info

Version: 1.2.6.0
Version Date: 5-25-2012

Check the Packet|Q website for updates.

Copyright = Packet|Q Inc. 2010-2012. All Rights Reserved

NOTICE: LEGAL DISCLAIMER

This program is supplied "As-ls". Packet!Q Inc. does not guarantee and is
not responsible for the functionality, accuracy, or usefulness of this program.
Packetl( Inc. is not responsible for any direct or indirect damages that may

be incurmed from the use of this program in any way.

In other words, use this software entirely at your own risk

Figure 10: About PacketlQ TraceRoute Resolver Form

Help i Help File

This menu options opens a Help file that contains the information included in this User
Guide.
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3.1.2 TraceRoute Text Box Controls

r—
ar PacketlQ TraceRoute Resolver

File  Settings Help

Show ([ Same Subnes)) Hang Clear On Pasi= Har-Process

TraceRoute Text: [ Clear ][ Process ]

Figure 11: User Controls in the TraceRoute Box Section

TraceRoute Text Box Paste Area

The Purple area of the TraceRoute Text Box section of the user interface is where
traceroute results data should be pasted. Text in this form can be edited. When the cursor is
in this text box, pressing O0OEnterdé executes the

TraceRoute Text Box Menu

Right-Clicking within the TraceRoute Text Box (Purple) area presents a menu:

Copy

Paste

Process

Copy will copy any selected text in the TraceRoute Text Box to the Clipboard.
Paste will paste text from the Clipboard to the TraceRoute Text Box.
Process will cause the TRR to process the data in the TraceRoute Text Box area.

16



3.1.2.1 Show ((Same Subnets))
V] Show ((Same Subnets))

Hop Awvg RTT |IPAddress  HostName Interface-w-Notes IntfSpeedBPS  SubMetMask
hou-rr-1#tracercute 10.32.25.1
1 0 10.2.38.24 hou-rtr-3
2 102124716 ([ hou-rr-3 | 10.212.47 17 )) Gi3M2 - UPLINK-ATT_MPLS 255255255252
] 14 1021224757 dabmr-12 Gi1/24 - UPLINK-ATT_MPLS 1.000,000.000 255255255252
r 23 10.212.32.66
5 “38 10.212.25.234 us-atlzntz-ir-01 SelV0/0:0.100 - == ATT-BB : bpg-12345 = 3.072.000 255.255.255.252

38 10.32.25.1 us-atlanta-rir-01 Gill/0 - = Customer LAN = 100,000,000 255.255.255.240

Figure 12: Show Same Subnets Results Example

Enabling this option (the default)t el | s t he TRR t o d-opwhena cnhe
cannot be found that matches an IP address in a traceroute hop. If one or more IP
addresses are found that belong to the same network subnet, then device and interface
information for the first device found is displayed. If more than one device/interface

belonging to the same subnet is found, then the total number of matching entries is

indicated within an additional set of parenthesis.

The fact that a same-subnet match is being displayed is indicated by displaying the IP
address of the *substitute* device and interface surrounded with double parenthesis
(( ). See the example highlighted in Hop 2 of Figure 12.

Why this is a very useful feature:

In the highlighted Hop 2 of Figure 12 above, IP address 10.212.47.16 belongs to an
interface that is not in the Network Information file (in this example, because it belongs to a
hypothetical AT&T MPLS cloud device). However, one of the nearest IP addresses that is in
the information file is 10.212.47.17, which has a SubNetMask of 255.255.255.252; this
mask means that there are only two valid IP addresses in this subnet 1 10.212.27.16 and
10.212.27.17. The network information provided for the 10.212.27.17 address is the Gi3/12
interface of hou-rtr-3, which the Interface-w-Notes data indicates is a 600 Mbps uplink to an
ATT MPLS cloud. So, instead of getting just an un-identified IP address for this hop, you get
information for the interface on the other end of the link i which can often offer clues as to
the nature of the link. This is especially reliable in the case of WAN links because they often
utilize this same two-valid-addresses subnet masking scheme to preserve IP addresses.

A diagram depicting how a same-subnet match would occur based on the traceroute results
depicted in Figure 12 is illustrated in Figure 13.

Hop 1 =10.2.38.24

Link to AT&T MPLS

Gi3f1z2 Unknown Intf

10.2.38.24 10.212.47.17 10.212.47.16

SubMet Mask = 255.255.255.252

unknown To Hop 3

hou-rir-3 device

Hop 2 =10.212.47.16 |

Figure 13: Same Subnets Example Diagram
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Note: The Show ((Same Subnets)) option only functions if SubNetMask information in IP
notation (Xxx.xxx.xxx.xxx) format is provided in the Network Information file. See
Preparing Network Data for the TRR in Section 4 for more information.

Note: Same-Subnets processing with a large number of traceroute hops and/or a very
large Network Information file can take significantly longer to complete.

3.1.2.2 Auto Clear On Paste
| Auto Clear On Paste

When this option is enabled, pasting new traceroute results data into the TraceRoute Text
Box using the Right-Click / Paste menu will automatically clear any previous data and/or
resolved network information results. Pasting using Ctrl-V will still append new text.

If this option is dis-abled, additional text can be pasted into the TraceRoute Text Box at the
current insertion point (which can be changed by clicking within the form) using the menu.

3.1.2.3 Auto-Process

V| Auto-Process

When this option is enabled, pasting new traceroute results, or editing any of the text in the
TraceRoute Text Box will automatically initiate Processing of the data in the form.

This option can be disabled if the traceroute results text is being significantly edited to avoid
excessing processing delays.

3.1.3 Network Information Results Section

Hop Avg RTT IPAddress | Interfa N IntfSpeedBPS SubNetMask DeviceType DevicelP Location
hou-rtr-1#raceroute 10.32.25.1

f 0 1023824 hounr3
2 1 102124716 ([ howrr3110.212.47.17 J} Gi312 - UPLINK-ATT_MPLS 600,000,000 255.255.255.252 Caib509 10212471 US:12345:Houston:TX:12_Shaderee_Rd
3 14 10.212.247.57 dabnr-12 Gil124 - UPLINK-ATT_MPLS 1000000000 255255255252 CaS509 102122471 US:12345:PlancTX: 1800_Huwy_121
A 23 10.212.32.66
5 38 10.212.25.234 us-atianta-t-01 5e0/0/0:0.100 - **~ ATT-BE : bpg-12345 *** 3,072,000 255,255.255.252 Cisco1941 10212251 US:12345:Atiants:GA:2024_Peachtres_Ln
& L) 1032251 usstams-w0i Gilli0 - =+~ Cusiomer LAN = 100,000,000 255 255,955 240 Cisco1941 10.218.198.193 US:12345:Aant=-GA2024_Peschres_Ln

After resolving traceroute results data, the first two columns in the Network Information
Results section will be the Hop Count followed by the Average RTT (Round Trip Time)
derived from the average of the three 6Pingd resu

Note: If a search has been conducted the Hop Count and Avg RTT fields will not appear.

The next two columns (or the first two columns in search results) will be the IP Address and
the HostName for the identified device.

If the Network Information file is formatted per the recommendations in Preparing Network
Data for the TRR in Section4t he next col umn wi | | be the o6l nterf
optionally an Interface description, interface speed, SubNetMask, device type, location, and
any other information that would be useful.

18



3.1.4 Network Information Section Controls

3.1.4.1 Traceroute Format
Traceroute Format

Traceroute Format
AutoDetect Commandline -

Hop Count Avg

The format of the traceroute results data to be processed in the TraceRoute Text Box can
be indicated by selecting the appropriate entry from this control.

| f the command |
| ooks f or 6tracerouted o
6 T r a c d&oronmuasegction control.

The available options are:

1 AutoDetect Commandline (the preferred default) derives the appropriate parsing

i ne isnbo

t or
r o6tr

canodt be
rté),

ace

method from the traceroute command (if included in the traceroute results text)
1 Any IP locates and resolves any IP address in the text

9 Cisco assumes Cisco (or similar) formatted traceroute results

1 Windows assumes Windows formatted tracert results

3.1.4.2 Search String

Search String T Search - Reset

Search String

[

Search || Resst |

i nc
t he

The TRR allows ad-hoc searches for network device names, IP addresses, or any other field
in the network i
in the TRR user interface. Partial strings return larger result sets, which can be reduced by
typing in additional criteria until the final desired data set is obtained.

nf or mat i

on fi

l e to

be

IPAddress

HosiName  Interface-w-Notes.

Devs

—
% PackeflQ TraceRoute o=
e
File Settings Help
Eomry— s | [ Y Search Siing fsUpports * & 7 widoards) Colurmms to View
TraceRoute Text- Clear Process AutoDetect C: - atl [ seach ][ Resat | [Selected | Al Columns |
[

Dev *

10.132.15.12

us-stlanta-nr-02 Gi0/0.777 -~ IPSec Access : US-DETROIT-ILR-0Z ** 1,000.000.000

255.255.255.248 Ciscol1941

10.21

10.2.15.33

us-atiantat-02 T101 -*** Backup Interfsce Trigger ***

100,000

255.255.255.252 Cisco1341

10.21

1021225234

us-atanmar-01 Se0//0:0.100 - ATI-BB : bpg-12345 = 3,072,000

255.255.255.252 Cisco1841

1021

ﬂ

10212.25.235

us-ztantanr.02 Se0/0/0:0.100 - = ATT-BB : bpg-12345 = 3,072,000

255.755.255.252 Cisco1941

1021

10.218.20.193

us-stlanta-t-01 Lot -*** Manzgement Interface ***

8,000,000,000

255.255.255.255 Cisco1941

10.21

10.218.20.30

usatiantatr01 Se0/1/0:0.101 - = ATT-BB : ™

64,000

255.255.255.252 Cisco1841

1021

102182058

usztantanr01 Sel//1:0.101 -*= ATIBE : 4™

64,000

255.255.255.252 Cisoo1941

1021

10.218.20.64

us-atanta-r-01 Lo2 - *** Management Interface

8,000,000,000

410

.

255.255.255.255 Ciscol1941

10.21
v

|| Found 40 matches in 20 records in 0 seconds = 0 milliseconds per match.

Figure 14: Search Results with a Partial Search String

A search is executed on
pressing 06Ent etypidg andwdstingifcreasiaghky specific searches faster/easier.

Clicking 6Resetd

clears

t he t

t he Search

ext i

n

t he

Str

6Search

ng
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3.1.4.3 Search Wildcards

Search strings can include wildcards. An asterisk (*) matches any number of characters; a
guestion mark (?) matches one character.

In the example below, the *atl ant? portion of
and -?1 would match -01, -11, -21, etc.

Traceroute Format Search String (supports = & 7 wildzcards)

AutoDetect Commandine *atlan*-71| Search
IPAddress  HostName Interface-w-Notes IntfSpeedBPS Subb

10.212.25.234 us-atanmasr-01 Sel/0/0:0.100 - = ATT-BE : bpg-12345 = 3,072,000 255.28

10.218.20.183 us-atantz-t-01 Lol - = Management Intedface = 8,000,000,000 28528

10.218.20.30  us-atanta--01 Se0/0/0:0.101 - = ATT-BB . = 64,000 25525

INMAPNER  tsatlantaae (1l S=0001-0 1071 - ATT.RR - &~ R4 NON FRR 25

Figure 15: Search Wildcards Example

3.1.4.4 Selected | All Columns

Selected | All Columns

Columng to View
| Selected | All Columns | Columns to View Columns to View

| Selected Columns | [ MICoumns |

Clicking the Selected | All Columns button toggles between displaying only the preferred
Network Information results columns as configured in the TraceRoute Resolver Settings
Form (discussed in TraceRoute Resolver Settings in Section 3.2), or displaying all of the
columns of data provided in the Network Information file.

Initially this button is | abeled 6Selected | All
button will sequentiallyt oggl e bet ween 06Selected Columnsd with
Col umn s 6 highlighing.BAften @icking this button the network information will be

refreshed accordingly.
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32TraceRout e SRadalnygesr

Cl

cki

ng

t he

6Settingséo

me n u

opt.i

on (or

pressi ng

Settings form. This is where the Network Information file location is indicated / selected, and
default settings for the TRR are configured.

Any changes made to the TraceRoute Resolver Settings will resultinthe 6 Sa v e 6

; TraceRoute Resolver Settings.

o o[ e |

Currert Network Irfo File

CA\BPFiles‘\Active NIAs\MetVoyant DB Data‘Intefaces Data'May 31 2012\BP IP Interfaces-
31May2012.csv

Save Traceroute Filename Prefoc
Tracerouts Data -

Select Columns to Display

[¥] Hop Count
[¥] Avg RTT

[¥] |PAddress
[¥] DeviceName
[¥] Interface-w-Notes
[¥] IntfSpeed
[¥] SubMetMssk
[¥] DevicelP
[7] Interface

[¥] Location

[ Contact

[¥] DeviceType
[C] IntfType

Select Columns to Include in Searches

[¥] IPAddress
[¥] DeviceName
[¥] Interface-w-Notes
[ IntfSpeed
[ SubMetMask
[¥] DevicelP
] Interface

[¥] Location

[ Contact

[¥] DeviceType
[ IntfType

Default Settings
Show ((Same Subnets))

Auto Clear On Paste
Auto-Process

Display Command Line
Command Line Display Column:
15

Default Traceroute Format
AutoDetect Commandiine

Cancel Save

Figure 16: TraceRoute Resolving Settings Form

highlighted in Blue to remind the user to save the new settings.

Cl

c ki

ng

6Cancel

o0 wi l

3.2.1.1 TraceRouteResolver.prefs File

TraceRoute Resolver Settingss el ect i ons

which is created in one of the following locations:

abort

ar

any

e saved i

Windows XP: <Drive>\Documents and Settings\<Username>\

Windows 7: <Drive>\Users\<Username>\

| TraceRouteResolver.prefs - Notepad

=)

File Edit Format View Help

4

¥ TraceRoute Resolver User Preferences
currentNetworkInforile=C:\PacketIg Inc\TracerRouteResolver'\Network Info'NetworkInfo.csv
saveTracerouteInforilenamepPrefix=Traceroute Data -
IDSubnets=True
AuTOPaste=True
AUTOProcess=True
DefaultTracerouteFormat=AutoDetect Commandline
visibleColumns=Hop Count,Avg RTT,IPAddress,HostName,Interface-w-Notes,IntfSpeedBPs,SubNetMas
searchColumns=IPaddress, Interface-w-Notes,DeviceType,DeviceIr,Location
DisplayCommandLine=True
commandLineDisplayColumn=5

T

changes

button b

and cl c

ns & foiTlremc e RO
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Figure 17: TraceRouteResolver.prefs File Contents

Although this file can be edited, it is advisable to allow the TRR Settings form to make any
changes to ensure reliable operation. If TRR controls operation becomes erratic, deleting
this file and allowing it to be recreated afresh (by selecting a Network Information file and
associated settings) may be helpful.

3.2.1.2 Current Network Info File

Current Network Info File

ur TraceRoute Resolver Settings > - [ =Nr= ﬂhj
Current Network Info File:

ChPacketld Inch TraceRoute Resolver\MNetwors Info'\NetworkInfo_2-22-2012 csv

Clicking the O6Browsed button allows navigation an
to use with the TRR. The path of the current file is displayed in this section.

3.2.1.3 Save Traceroute Filename Prefix

Save Traceroute Filename Prefix

Save Traceroute Filename Prefoc

Traceroute Results

When the resolved results of a traceroute is being saved to a file (by selecting File T Save
Traceroute/Search Info), the suggested filename prefix entered in this field will be displayed
in the Windows Explorer filename field with o6.1txt

3.2.1.4 Select Columns to Display
Select Columns to Display

Select Columns to Display

Hop Count
Ava RTT

IF Address
HostName
Interface-w-Notes
IntfSpeedBPS
SubNetMask
Device Type
[7] DevicelP

[ IrtfType
Location

[] RunDate

7] NetVoyartiD
[] LastUpdate
[] FirstEntry

When a Network Information file is selected/imported, a list of all of the headers from the file
that could be displayed as columns in the Network Information Section of the TRR is
displayed in this section with checkboxes; these are all initially enabled by default. These
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checkboxes can be un-checked to avoid having that column displayed in the normal view of

resolved traceroute or search results.

3.2.1.5 Select Columns to Include in Se
Select Columns to Include in Searches

Select Columns to Include in Searches

arches

IPAddress
HostName
Interface-w-Motes
[] InfSpeedBPS
[ SubNetMask
[] DeviceType
DevicelP

Intf Type
Location

[] RunDate

7] NetVoyantiD
[7] LastUpdate
[ FirstEntry

This section allows selection of the columns to be included when conducting a string search.
This helps reduce unwanted matches on data in unrelated / inappropriate columns.

| ect ed

Al

[ Col

umns o

results are only based on matches on data from the columns selected in this section.

Note: Cl i cking the 6Se
You should ensure t
the 6Col umns

hat any

s el

ected

6Col

t olf yDu epaplé aaSedrch sokiron wiithmut enabling the

corresponding Display column you will be presented with an error message when you try to

6Saved the setti

ngs:

r

Search Column Mot Displayed

=)

~ without enabling "DeviceType" in 'Columns to Display'.

displaying the column containing the matching text.

‘-.I You have enabled a 'Column to Include in Searches’: "DeviceType"

This could result in Search result rows being displaying without

Please enable: "DeviceType" inthe 'Columns to Display' section.

%

Figure 18: Search Column Not Displayed Error Message

3.2.1.6 Default Settings

Default Settings
Default Settings

Show ({Same Subnets))
Auto Clear On Paste
Auto-Process
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These are the default settings (upon application launch) for the three controls that appear
above the TraceRoute Text Box section of the TRR user interface.

3.2.1.7 Show ((Same Subnets))

V] Show ((Same Subnets))

Checking this option tells +tubhwhenRBordicannotbe a &6 s a me
found that matches an IP address in a traceroute hop.

Also see the expanded explanation of this option in the Show ((Same Subnets)) description
in Section 3.1.2.1.

3.2.1.8 Auto Clear On Paste

i] Auto Clear On Paste

When this option is enabled, pasting new traceroute result data into the TraceRoute Text
Box will automatically clear any previous data and/or resolved network information results.

If this option is dis-abled, additional text can be pasted into the TraceRoute Text Box at the
current insertion point (which can be changed by clicking on the desired insertion location).

3.2.1.9 Auto-Process
i] Auto-Process

When this option is enabled, pasting new traceroute results, or editing any of the text in the
TraceRoute Text Box will automatically initiate Processing of the data in the form.

This option can be disabled if the traceroute results text is being significantly edited to avoid
excessive processing delays.

3.2.1.10 Display Command Line
Display Command Line

Dizplay Command Line
Command Line Display Column:
-
Enabling this option (recommended) results in the command line string from the pasted
traceroute results data (if provided) being displayed above the resolved network information
as depicted in the highlighted Row below.

Hop Awvg RTT |IPAddress HostName Interface-w-Notes IntfSpeedBPS SubNetMask
hou-rtr-1#traceroute 10.32.25.1

1 ] 10.2.38.24 hou-rtr-3

2 1 102124716 housrt-3 ((10.212.47.17)) G312 - UPLINK-ATT_MPLS 600,000,000 255.255.255.252
3 14 10.212.247.57 dabrtr-12 Gi1/24 - UPLINK-ATT_MPLS 1.000,000.000  255.255.255.252
4 23 10.212.32.66

5 “33 10.212.25.234 us-atlanta-tr-01 Se0/0/0:0.100 - *** ATT-BE : bpg-12345 = 3,072,000 255.255.255.252
g 35 10.32.251 us-atlanta-rtr-01 Gili0 - = Customer LAN == 100,000,000 255.255.255.240

Figure 19: Command Line Displayed with Network Information Results
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3.2.1.11 Command Line Display Column

Command Line Display Column

This numerical selection controls which column (
is displayed in (if enabled). This allows control of command line presentation only.

3.2.1.12 Default Traceroute Format

Default Traceroute Format

Default Traceroute Format
AutoDetect Commandline -

This control allows selection of the default setting (upon application launch) for the
Traceroute Format control that appears above the Network Information section of the TRR
user interface.

3.2.2 Network Information File Error Messages

File Not Found

The first time the TraceRoute Resolver is run after installation (or if a Network Information
file is not specified)i t wi | | initially Il ook for a default 6N
installation directory. If this file is not found an error message will be displayed, as follows:

File Not Found

\i) The network information fils could not be found,

Please check that a default MetwaorkInfo csv' File is located in the same directary as
TraceRouteResolver.exe, which is bypically:

\ProgramFilesiPacketIQTools| TraceRaouteResolver)

ar select and save & nebwork information File.

Figure 20: File Not Found Error Message

Click 60OK6 and proceed to select a Network Infor
appropriate location. It is not advisable to keep the Network Information file you create for

your environment in the program installation directory. See Obtaining Network Info Data in

Section 4 for information about preparing a Network Information file.

No Network Info Data

I f a Network I nformation fiismotclickediathd T®RRt ed but tF
Settings Form, or if the Network Information file has formatting issues, the following error
message will be displayed:

No Network Info Data

i There is a problem with the Metwark Info file.
Please re-import a valid Metwork Info file and try again.

Figure 21: No Network Info Data Error Message

Click 60OKG®6 a n diffeeemt Netwerk Infermdtian dilé to import or investigate the
file to resolve any formatting issues and re-try the import.
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4 PrepaNengor k Data for the

The TraceRoute Resolver utilizes network information imported from a Comma Separated
Value (.csv) formatted file; this file has some specific formatting requirements but is
otherwise fairly open to containing any information deemed useful.

The data for the Network Information file can be manually compiled using Excel and/or
exported from a Network Management System database or other sources.

41 TRMNetwork I nformation Fil e For ma

The Network Information File utilized by the TraceRoute Resolver is a comma-separated
value (.csv) formatted file containing information about your network.

Some of the columns (fields in each row) should follow a specific format and/or order in
order to function well with the TRR; other / additional fields are non-specific and can contain
anything useful to the user.

In the following description, each line in the .csvfileisc onsi dered a O6rowd of dat.
comma separated entry in a given row is a field, which will be displayed by the TRR in
6 ¢ o | i rthis s the same as when viewing data in Excel (fields = cells).

The format requirements of the Network Information file are as follows:

1. Any line with a hash symbol (#) as the first character is considered a comment; the
entire line is ignored.

The first (non-comment) line in the file should contain the column headers.
Column headers are not case sensitive; you can use upper and/or lowercase letters.
The first field must be an IP address, and the first six letters in the first column header

7

must be 6ipaddr 6 ( eXkhsisuoaddinsansittehne 6 sy mbol s)
The second field must be the hostname (or other preferred label).
It is recommended that the third field be the Interface.

If a subnet mask field is to be included in the data (which is required forthe 6 Show Sa me
Subnets6 f unction to operate), the header name must
so that the TRR will know this data is available. The location of the subnetmask column

(after the first three ipaddr i devicename i interffacec ol umns) doesndédt matter.

The data in the subnet mask field must follow IP address formatting: XxX.XXX.XXX.XXX

Header names can contain spaces, except for the first six letters of the (first) IP Address
field, which must start with ¢&éipaddr 6, and the ¢

10. Additional fields/columns can be added in any order, in any location.
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An example of the column headers in the example NetworkInfo.csv file that was in installed
in the installation directory of the TRR is as follows:

IPAddress
HostName
Interface-w-Notes
IntfSpeedBPS
SubNetMask
DeviceType
DevicelP

IntfType

Location

ERE R e

The column headers and example entries as described above are depicted below:

Ed 9 Networkinfo.xsk - Microsoft Excel [E=RES)
m Home Insert Page Layout Formulas Data Review View Add-Ins QuickBooks Team o @ =@ =

B Calibri S AW =] ®- SiwapTes General ﬂ ﬁf W == :f _;_[ = Autosum f’? L]ia

E3 Copy * — 5 » = @] Fill + Z
P S romatparer (BJ 2 W L] S A Segeacenter - | S - S 2 | e o Tomie- s~ | e T | @Cers e s
Clipboard Font Alignment Number Styles Cells Editing
Al - f« | IPAddress >
A B c D E F G H 1 N

[ 1] | Not | |DeviceType |Devicelp IntfType Location M
2 1023272 hou-rtr-1 P02 - INTERLINK-HOU-RTR-3---HOU-RTR-1-GEC2 8,000,000,000 255.255.255.252 Cat6509  10.2.32.1 propVirtual US:12345:Houston:TX:12_Shadetree_Rd

3 10.212.47.17  hou-rtr-3 Gi3/12 - UPLINK-ATT_MPLS 600,000,000 255.255.255.252 Cat6509  10.212.47.1  ethernet-csmacd US:12345:Houston:TX:12_Shadetree Rd

4 10.212.247.57 dal-rtr-12 Gi1/24 - UPLINK-ATT_MPLS 1,000,000,000 255.255.255.252 Cat6509  10.212.247.1  ethernet-csmacd  US:12345:Plano:TX:1800_Hwy_121

5 10.212.25.234 us-atlanta-rtr-01 Se0/0/0:0.100 - *** ATT-BB : bpg-12345 *=* 3,072,000 255.255.255.252 Ciscol941 10.212.25.1  frame-relay US:12345:Atlanta:GA:2024_Peachtree_Ln

6 10.212.25.235 us-atlanta-rtr-02 Se0/0/0:0.100- *** ATT-BB : bpg-12345 *** 3,072,000 255.255.255.252 Ciscol94l 10.212.25.2  frame-relay :2024_Peachtree_Ln

7 10.132.15.12  us-atlanta-rtr-02 Gi0/0.777 - *** IPSec Access : US-DETROIT-ILR-02 ***  1,000,000,000 255.255.255.248 Cisco1941  10.218.199.10 I2vlan :2024_Peachtree_Ln

8 10.2.15.33 us-atlanta-rtr-02 T101- *** Backup Interface Trigger *** 100,000 255.255.255.252 Cisco1941  10.218.199.10 tunnel US:12345:Atlanta:GA:2024_Peachtree_Ln

9 10.212.25.234 us-atlanta-rtr-01 Se0/0/0:0.100 - *** ATT-BB : bpg-12345 *=* 3,072,000 255.255.255.252 Cisco1941 10.212.25.1  frame-relay US:12345:Atlanta:GA:2024_Peachtree_Ln

10 10.212.25.235 us-atlanta-rir-02 Se0/0/0:0.100 - *** ATT-BB : bpg-12345 *** 3,072,000 255.255.255.252 Cisco1941 10.212.25.2  frame-relay :

11 10.218.20.193 us-atlanta-rtr-01 Lol- *** Management Interface *** 8,000,000,000 255.255.255.255 Cisco1941  10.218.198.193 softwareloopback US:12345:Atlanta:GA:2024_Peachtree_Ln

12 10.218.20.30  us-atlanta-rtr-01 Se0/0/0:0.101- *** ATT-BB : *** 64,000 255.255.255.252 Ciscol941 10.218.198.193 frame-relay US:12345:Atlanta:GA:2024_Peachtree_Ln

13 10.218.20.58  us-atlanta-rtr-01 Se0/0/1:0.101- *** ATT-BB: *** 64,000 255.255.255.252 Ciscol941  10.218.198.193 frame-relay US:12345:Atlanta:6A:2024_Peachtree_Ln |
14 10.218.20.64  us-atlanta-rtr-01 Lo2- *** Management Interface *** 8,000,000,000 255.255.255.255 Cisco1941  10.218.198.193 softwareloopback US:12345:Atlanta:GA:2024 Peachtree_Ln

15 10.218.20.86  us-atlanta-rir-01 Se0/0/1:0.100- *** ATT-BB: *** 726,000 255.255.255.252 Ciscol94l  10.218.198.193 frame-relay US:12345:Atlanta:GA:2024_Peachtree_Ln

16 10.218.24.10  us-atlanta-rtr-02 Lol- *** Management Interface *** 3,000,000,000 255.255.255.255 Ciscol941 10.218.199.10 softwareloopback US:12345:Atlanta:GA:2024 Peachtree_Ln

17 10.218.24.122 us-atlanta-rtr-02 Se0/0/0:0.101- *** ATT-BB : *** 76,000 255.255.255.252 Ciscol94l  10.218.199.10 frame-relay :2024_Peachtree_Ln

18 10.218.24.138 us-atlanta-rtr-02 Se0/0/0:0.100 - *** ATT-BB : *** 1,460,000 255.255.255.252 Cisco1941  10.218.199.10 frame-relay :2024_Peachtree_Ln

19 10.218.24.73  us-atlanta-rtr-02 Lo2- *** Management Interface *** 8,000,000,000 255.255.255.255 Ciscol941 10.218.199.10 softwareLoopback

20 10.32.25.1 us-atlanta-rtr-01 Gi0/0- *** Customer LAN *** 100,000,000 255.255.255.240 Ciscol941  10.218.198.193 ethernet-csmacd

21 10.75.12.1 us-atlanta-rtr-01 Lo0- *** Management Interface *** 8,000,000,000 255.255.255.255 Ciscol94l 10.218.198.193 softwareLoopback J :2024_Peachtree_Ln

22 10.75.12.2 us-atlanta-rtr-02 Lo0 - *** Management Interface *** 8,000,000,000 255.255.255.255 Cisco1941 10.218.199.10 softwareloopback US:12345:Atlanta:GA:2024 Peachtree_Ln

23 192.168.12.1  us-atlanta-rr-02 Gi0/0.100- 1,000,000,000 255.255.255.240 Ciscol941 10.218.199.10 I2vlan Us:12345:Atlanta:GA:2024_Peachiree_Ln

24 192.168.24.1  us-atlanta-rtr-02 Gi0/0.600 - 1,000,000,000 255.255.255.128 Cisco1941  10.218.199.10 I2vlan US:12345:Atlanta:GA:2024_Peachtree_Ln

25 192.168.24.150 us-atlanta-rtr-02 Gi0/0.300 - 1,000,000,000 255.255.255.240 Cisco1941 10.218.199.10 I2vlan US:12345:Atlanta:GA:2024_Peachiree Ln
26 192.168.32.1  us-atlanta-rtr-02 Gi0/0.500 - 1,000,000,000 255.255.255.240 Cisco1941  10.218.199.10 I2vlan US:12345:Atlanta:GA:2024_Peachtree_Ln v
M » ¥ | Network Info Example /%3 <] i | (2|
Ready | |[E@m 100% =) v, +

Figure 22: Example of a Network Information file viewed in Excel

Note: You may need to sort the network data by SubNetMask (if you have that information)

and eliminate any subnet mask entries that are erroneous and could lead to false
subnet matches. For example, a subnet mask entry of 192.0.0.0 or 255.0.0.0 or

255.255.0.0 will match a very wide range of IP addresses. If you find questionable

subnet matches when resolving a traceroute this is the first place to look.
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4.1.1 Saving Network Information from an Excel File to a .CSV File

Network information file data usually starts and/or is maintained in Excel and is exported to
the required .csv format from there. A brief list of steps required to accomplish this include:

1.

Be sure to 6Saveb6 the Excel file bwithaor e export
date in the filename for version control purposes.

DoaFilei Save As,sel ect O6CSV (Comma del i mited) (.csv)©b
drop-down box, and click 6Saveb.

Excel will then prompt you to make sure you want to save the data as a .csv:
Microsoft Excel [&J

MNetworkInfo.csv may contain features that are not compatible with CSV (Comma delimited). Do you want to keep the workbook in this format?

‘:0:' « To keep this format, which leaves out any incompatible features, dick Yes.
= « To preserve the features, dick Mo, Then save a copy in the latest Excel format.
« To see what might be lost, dick Help.

[ fes ] | No | | Help

Click 6Yeso.

When you exit Excel, it will prompt you to save the changes to the .csv file (even if
you didndét change anything):

Click Sabermbtor el se Excel wil!l prompt you to sa

4.1.2 Testing a Network Information File with TraceRoute Resolver

On the TRR, c¢lick 06Settings6 to open the Sett.i

Click 6Browsebo6, navigate to and select the .cs
The TRR will attempt to import the data.

Check the status message at the bottom of the TRR i it should indic at e 6 Successful
imported xxx Net wor k I nterface file entries. o

If the status message is dmported xxx out of xxx entries. Check <Network

Informationf i | e | ocati on> f or dyywlnmaywishéocHedk Addr ess e
your data file to eliminate duplicate IP addresses. The TRR will continue to function,

but will have only imported the first of the duplicate IP addresses in the file.

If the import was successful, choose the desired Display and Search columns and
ot her options, t h®ettingsforintokaveittaeitings. on t he
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